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Hello!

| am Mathieu Stephan

Embedded systems engineer

Former writer for Hackaday

www.limpkin.fr

Mooltipass project founder


http://www.limpkin.fr

What 1s the Mooltipass?

Secure credential & file storage
Native browser integration

Recognized as a keyboard ,.3

Multiple users

0¥ Moa[tipEss>

" MINI

Cross platform

Open software & hardware



The Internals
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PIN-locked smart card, containing
the user’'s AES-256 key
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Usage Example

Welcome back

Skype name, email or phone
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Presentation Outline

Here’s how...
.. this adventure started
.. 20 people collaborated without meeting each other
.. we produced two devices from the ground up
.. we created the Mooltipass security model

.. the Mooltipass hard-, firm- and software was designed

...and what’s next!



Starting The
Project

Getting contributors and setting up
the project infrastructure



Beginning The Mooltipass Adventure

First call for contributors was in December 2013

First article on hackaday.com describing the concept
“Developed on Hackaday” but not associated with it
Received 30 applications!

Work was assigned based on the applicants’...

Preferences
Available spare time
Area of expertise



Globally Distributed Contributors




The Ground Rules

Implement features as determined by consensus
Use GitHub for code versioning and source control
Document the produced code (doxygen)

Work in a dedicated file or folder

Follow the chosen coding convention



Group Communications

Constraint: people have different availabilities!

Separate general and development discussion groups

Direct contact via IM service (sparingly)
Challenge: keep the momentum going!

Show off contributors’ progress

Ensure the community feels involved



Management Infrastructure

M basrss o

Mooltipass fiemwarn developsrs v e & & Pw

Trello - a free online Kanban board



Management Infrastructure

Based on the Japanese kanban process

Respect the roles, responsibilities and titles
Leadership at all levels

Document & encourage evolutions

Maintain a community atmosphere

Obtain & manage ETAs without contributors feeling

pressured



The Mooltipass
Hardware



Functional Prototype

Hand soldered and shipped to contributors



Mooltipass - Case Choice

Designs made by the community



Mooltipass - Final Design

110% funded in Dec. 2014



Mooltipass Mini

N

300% funded in Oct. 2016



Mooltipass Mini - Tests

Ly

Testing the adhesive strength



Mooltipass Mini - Tests

...but some people double checked!



Mooltipass Mass Production
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Mooltipass Mass Production

CNC shops



Mooltipass Mass Production

Video instructions for the assembler



Mooltipass Mass Production

. and a lengthy quality control document



The Mooltipass
Firmware



Firmware - AES Encryption

Using AVR-Cryptolib, CTR mode
Checked against NESSIE vector sets

Nonce Counter Nonce Counter Nonce Counter
c59bcf35... 00000000 c59bcf35... 00000001 c59bcf35... 00000002

} y y

block cipher block cipher block cipher
encryption encryption encryption

Key —— Key —— Key ——

Plaintext ——— Plaintext ——— Plaintext ———
CITTTTTITTITTTT1 CIITTTTITTITTT1T1 (ITTTTTTITITITTTT1T]

LTI i TT] LLITTTTT i TT] CLITTTTTIIiITT]
Ciphertext Ciphertext Ciphertext

Counter (CTR) mode encryption



Firmware - Encrypted Storage

Dedicated flash memory used for storage

2 types of data
Credentials

Encrypted blobs

Sorted linked list data structure



Firmware - Data Structure

!
{ Service A L—___’{ Service B ]:{ ]

{ Login 1 }::{ Login 2 ]::{ Login 3 ] { Login 4 ]

Encryption key stored inside the smart card



Firmware - Smartcard Use

Ubiquitous form of read-protected memory
16-bit PIN access (“0000” to “FFFF”)
Permanently locked after 4 incorrect PINs

Cheap (<S$1) in volume




Firmware - RNG

Uses watchdog timer’s natural jitter

Generate 8 bytes per second (!)

Unit Edge location
Interval shifted
Reference
Edge

i

Edge location ldeal edge
shifted location




Firmware - USB

USB composite: HID keyboard and ‘proprietary’
Proprietary channel for integration plugins
Keyboard channel for manual password recall

USB Keyboards are natively supported by all OSes...

...but LUTs needed for different locales



Firmware - LUT Generation Tool

B C:\Windows\system32\cmd.exe - mooltipass_coms.py i Slffeeﬁcastify Lite

... basically bruteforcing a given layout



Firmware - Graphics Library

Designed from the ground up

Optimized for speed

Features:
RLE compression for bitmaps
Bitmaps, fonts stored inside the external flash
Python scripts to generate the graphics bundle

Can be securely updated



Firmware - Update File Format

graphics bundle (bitmaps, fonts, strings...)

padding

new firmware version number

AES key update flag

new firmware

padding

(new AES key, encrypted)
CBC MAC

Fixed size to mitigate CBC MAC weakness



Firmware - Bootloader

Checks signed firmware updates

Stored on the device:
One unique AES key for firmware signing
One unique AES key for hash generation

Read-protected UID for device non-tamper check



Firmware - Security Model

Relies on the fact that :

Physical tampering with the device leaves traces

Microcontroller programming first requires chip erase

Firmware integrity is therefore checked by:

Reading the read-protected UID at device reception

Reading user card-dependent hashes



Firmware - Static Analyses

Performed by security groups, researchers...

Polyspace bugfinder / codeprover results

Automatically generated report

Severity. status and comment are mapually assigned by the reviewer

Colosed by severity (manual review with code / context knowledge)

False positives were manually triaged beforehand

ID Defect (generated by polyspace)

®

Dead code

Dead

version overflow

erflow

Unsigned integer conversion o

5 | Possible misuse of sizeof

Noa-initialized variable

Non-initialized variable

Unsig: version overflow

Unsigned integer conversion overflow

Valnerable pseudo-random aumber geacrator

Wiite withont a further read

Sign change integer conversion overflow
Dead code

Amray access out of bounds

ite without  further read

Waite without a fusther read

Waite withont a further read

Waite without a further read

Armay ac
A

Use of dangerous standard fanction

access out of boun

Dead code

Useless if

No-initialized vaniable

Pointer of reference to stack variable leaving scape

7 | Wite without a fusther read

Sign ion overflow

Pointer ac

Dead code

File

s1e/CARD/smartcard.c
src/CARD/smarteard &
s1e/CARD/smarteard ¢
cFLASH flash
src/FLASH flash s
FLASH/flash_mem.c

src/FLASH/flash_mem ¢

st

src/GUT/mini_gui_basic_fanctions.c
src/GUL/mini
sro/GUL/mi
src/GULn
sre/GUT/mini_gui_pin_fonetions c

s1c/GULn

gui_credentials_functions.c

ials_functions<c

i pin_fun,

fanctions.c

gui_scre

sre/GULmini_gui_scre

_fanctions.c
GUUmini_gui_screen_fonction
s1e/GUL

=rc/LOGIC/logic_aes_and_comms.c

_screen_fonctios

LOGIC/logic_aes_and_comms.c
LOGI

src fogic_nes_and_comms.c
s1e/LOGIC Togic_aes_and_comms.c
sre/LOGIC logic_eeprom.c
ste/LOGIC/logic_smartcard.c
si/LOGIC logic_smastcard.c
OGIC/logic_
s1e/NODEMGMT/node_mgmt.c
s1e/NODEMGMT/node_mgat.c

artcard.c

commit id: 30ee85b210ca33d93768228234d57130ce620e49

raw results: hitps://firy.blueblue.fr/mpm /sea/

Im,
Function (generated)
ty ValidatioaSMC()

security ValidationSMC(

firstDetectFus

ctionSMC(
fillPageRead Wiite EsaseOpcodeFromAd
fillPageRead WaiteEraseOpcodeFromAd
sendDataToFlashWithFousBytesOpcode
checkFlashID()

checkFlash]

cctorErase()
ockErmse()

iBuffer()

miniTextEatry()
‘miniTextEntry()

guiAskForL ogi

elect))

favoriteSelectionScreen()

guiGetPinFromUser))
guiCasdUnlockingPracess()

guiScreenLoop()

SercenLoop()

guiAskForConfimation()

‘guiskForConfimatio
getLoginForContext()

setPasswosdForContext()

loginSelectLogic() ium
searchForServiceName() -
setMoaltipassParameterlnEeprom()  High
unlockFeatureCheck() High
‘handleSmartcardInserted() Low
handleSmartcardlnsert Medium
populateServicesLut( High
updateChildNod Low

Severity
(reviewer)

Low
Low
Low
Low
Low
Not a defect
Not a defect
Not a defect
Low
Low
Not a defect
Low
Not a defect
Not a defect
Not a defect
Not a defect
Not a defect
Not a defect
Not a defect
Low
Low
High
Low
Low
Not a defect
Not a defect
Not a defect
Low
Low
Low

Status
(reviewer)
Investigate
Investigate
Tnvestigate
Investigate
Investigate
Investigate
Investigate
Investigate
Justified

Justified
Justified
Justified
Justified
Justified
Improve
Improve
Justified
Tmprove
Tnvestigate
Tnvestigate
Justified
Justified
Fix
Justified
Improve

Comment
(reviewer)
MAT -Not dead
MAT - See above

code, i is at 0 before the while() so it could still be at 0

MAT -1 agree, will be optimized away thy

MAT - s the purpose of

Detail (generated by polyspace)
h from line 472 to line 474,

evaluates to true. Dead branch at line 475

Ifcondition always evaluates to false. Dead bran

If.condition alway

Default clanse of switch at line 632 is dead

Conversion from uasigned int16 to unsiga

4 int§ overllows. Valid range: [0

MAT - See above

8

] Conversion from unsigned int16 to di

£ overflow. Validsange: [0 .2

MAT -1 don't see any sizeof..

MAT - Not initialized because filled by spi rontine
MAT - See above

MAT - T

the purpo

MAT - It the purpose ofthe opesation: truncating
MAT -Tdon't see an imitBuffer()::
GUImini_gui_basic_functions.cL210

intended behavior GU'mini_gui_basic_functions.c L423
MAT - No it is not: hitps:/github.com/limpkin/mooftipass blob/master/source_code/sre/USB/usb_cmd_parserc#L173
MAT - Yes, exactly why I added that #pragma
MAT - yup, we want to esase the pin buffar
MAT - See above

the data behind it supports it

MAT - See above
MAT - See above
MAT-We
MAT - Sez above

MAT - intended behaviour, see comment: "Read selected child node, guaranteed to be null terminated by readchildnode function”
MAT - VALID. can be removed

MAT - VALID, else if (state_machine — 2) can be changed to else

compare_resul (int8) is assigned strucmp. an int16 value / MAT - truncating isn't a problem when only -1 /0

ould indeed cap nb_

‘but given this a

1 are retumed.
MAT - T'm niot sure what's that's &
MAT - by design

about

MAT - yup, we want to erase the pin buffer
MAT - VALID, BUT checks are only for the positive values: RETURN !
MAT - pNode is 9 bytes buffer and prode_ptr-

ARD_OK =0. RETUR,
htps

1

ARD_UNKNOWN
crvice[0] is at address 8 github.com/limp}

MAT - VALID. can be removed - but this code was removed in latest commits

s never provided from the outside world I doubt if's usefsl and is casily detect{ Attempt to access o arm

Loop boundary is always | based on sizeof{amay cellYsizeoficell type).
Element of local amray is read before being initialized
Element of local array is tead before being initialized.

Conversion from nt16 to un:

23]

Conversion from d int8 overflows. Valid range: [0

255]

us program more secure, use ‘CryptGeaRan

Variable filled_len' is never read after this point

Conversion from int16 to unsigned int16 may overflow Valid range: [0

Tf-cond:

on always evaluates to false. Dead branch ffom line 275 to line 2

Attempt to accessto armay element -1 Va

d index sange: [0 62]

Variable ‘cumrent_pia is never read after this p
Variable ‘temp_pin' is never read after this poiat.

Variable ‘pin_code'is never read after this point

Variable ‘pin_code' is never read after this poiat
clement in range . Valid index range: [0 .. 3]
Attempt to acce element in range . Valid index range: [0 .. 2]

Using 'strepy’ can cause the destination buffer to overflow The output length depends on unknown val

h fiom line 863 10 line 865

Parameter val

‘may be read before being initialized
Address of Iocal memory loginString escapes fiom ifs scope through conf text lines[]

Variable 'pin_code' is never read after this point.

Conversion from int8 to v

int8 may overflow. ¥

‘mooltipass/blob/30ce85b210ca33d9 Attempt to dereference pointes outside its bounds.

Ifcondition luates to false. Dead br

from line 1194 to line 1196,

We had access to some of them...



Flashing the Firmware

Custom-made programming jig



The Mooltipass
Software



Python Tool - MooltiPy

Created by one contributor:

Can use all Mooltipass features
Can be called from other apps
Pure command line interface

Store / recall small files



Chrome App & Extension

Cross-platform
Unfortunately Chrome-only

Two-click installation:

App Installer Chrome Extension Installer

Click on the above icon to install our Chrome Click on the above icon to install our Chrome

App Extension



Chrome App - Moolt1App

# Device Settings 4, Credentials = Synchronisation Mooltipass {: 3

Saved Credentials

b 4 App or Site 4 Username Password

i ebay.com ebayuser  sesssess

w paypal.com paypal e
bt reddit. com reddituser 000 seseesms
i themooltipass com mooltipass ~ sesesess

App or Site User Password Description

Add New Credentials

...converted into a standalone App using Electron



Cross Platform Tool - Moolticute

! i
Cprome [SSH agent}
Safari W -~ a
| N Moolticute App W
Firefox -
N~ Moolticute CLI
N DA ~ =N

[ Daemon } \

i

{ Mooltipass HW }




Cross Platform Tool - Moolticute

B Moolticute - O X
B . . - _ [\ .
Device Settings . Credentials Files Synchronisation Settings About - - Mooltipass
b\l
Add or update a credential
Service or Site name Login Password
[ I I ® =
Credential management
|Fi|ter credentials... | | Expand All !
v _recovered_
© userrecovi 14072017 website5 i
© userrecov2 19/07/2017
© userrecov3 140742017
> websitel (usery) Login |user5 |
> website2 (Lsera)
> website3 (user3) Password: |Pass'.n.'0|'d Locked ® = |
. )
wehsite) ) Description: |ﬁ'1is is a description |
© userd 1407/2017
v websites Creation Date:  14/07/2017
e‘ ysers m * Last Modified:  14/07/2017
v websiteﬁ
© users 140772017
> website? {userZ)
e

Qt & C++ - Created by a contributor




Cross Platform Tool - Moolticute

B Moolticute = O X
S . . e - _ . 72N .
#~ Device Settings &, Credentials i Files ®~ Synchronisation @ Settings 1 About -@-_ﬁ\_&;ﬁm

Add or update a file

Service File name File

| | =

Files management

Quick File Access

[ test (1024 bytes) | L
[ testz (1024bytes) |
[ tests (1152bytes) |
[ test4 (1024 bytes) -

Files Management Mode

Browsing through your files list requires your device to be in management mode. Click the button below to start the process.

o’ Enter Files Management Mode

... and now being developed by the Mooltipass team



The Next
Mooltipass Device!



Next Generation Mini

o
}\ i / dota Fash

[ DB Flash J<I:.'>[ Secure MCU SMARTCARD J

____________ /H

[ ATBTLC1000 }<:>[ “Unsafe” MCU } m

UART

May be disabled E

[ LIS2ZHH12TR

Secure Domain




Contributors Wanted!

Firmware:

New database model implementation
Unicode support implementation
Bootloader implementation

User interface design

U2F implementation

<yourideal[s] here>

| WANT YOU!



Contributors Wanted!

C++ & QT: frontend for the new firmware features
Web: implement a user space on mooltipass.com
Python: security implementation checks
GIMP: create Mooltipass graphics
Android & iOS: App development

| WANT YOU!



Thanks!

Questions?

You can find me at:
limpkin on freenode.net
mathieu@themooltipass.com



