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v Ordinosaure steps separated by technical tasks

Steps
v 9 Steps
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Step 1 - Frenchy

. v" Thomson MO5 (RAM cartridge helps)
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This document anct its content is the property of Airbus Defence and Space.

# CWE-22: Improper Limitatic

It shall not be comniunjcated to any third party without the owner’s written consent | [Airbus Defence and Space Company name]. All rights reserved.

Step 2 — Before the web

v" We’re given a domain name and a port (70)
v' 70/TCP == Gopher

$ nc 01sSgD1gAGPWiOpvinvP.grehack.fr 70

/

OCWE-22. txt //CWE-22 . txt 01sSgD1gAGPWiOpvinvP.grehack.fr 70

IGH16 logo.png //GH16 logo.png 01sSgDl1gAGPWiOpvinvP.grehack.fr 70

IGH16 logo black.png //GH16 logo black.png 01sSgD1gAGPWiOpvinvP.grehack.fr 70

IGH16 logo_ txt.png //GH16 logo txt.png 01sSgD1gAGPWiOpvinvP.grehack.fr 70

IGH16 logo txt black.png //GH16 logo txt black.png 01sSgD1gAGPWiOpvinvP.grehack.fr 70
lcamelid //camelid 01sSgD1gAGPWiOpvinvP.grehack.fr 70

lpasswd(5) history //passwd (5) history 01sSgD1gAGPWiOpvinvP.grehack.fr 70

lspec //spec 01sSgDI1gAGPWilOpvinvP.grehack.fr 70

$ nc 01lsSgD1gAGPWiOpvinvP.grehack.fr 70
//CWE=-22.txt

gamegtdféfRest;;cted Directory ('Path Traversal'). ... .

Description Summary
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Step 2 — Before the web

. v/ Path traversal

rights reserv:

me]. All

$ nc 0OlsSgD1gAGPWiOpvinvP.grehack.fr 70

/../../etc/passwd

root:*:0:0:Charlie &:/root:/bin/ksh
grehack:*:2016:2016:Thomomys bottae:/GreHack2016:/sbin/nologin
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Step 3 — Hartmut Esslinger

v' Apple llc

= Hartmut Esslinger was

the designer
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Step 4 — Welcome to 1985 forensic

v' We’re give an OVA file containing an OVF and a VMDK
v" VMDK can be converted to RAW using gemu-img

v Image contains a DOS

C] QEMU
Machine Vue
= M5-D0S Executive H

File Uiew Special
n[—— [HE==] D [——] C:WIN1PE \WIN10PE

W NEC3550 .EXE
HOMOUSE .EXE

ABC . TXT NOTEPAD .EXE
CALC .EXE DKI92 _EXE
CALENDA PAINT .EXE
CARDFILE .EXE PIFEDIT.EXE
CGA.EXE READHE . TXT
CITOH.EXE REVERSI .EXE
CLIPBRD .EXE  SETUP .EXE
CLOCK.EXE SOUND .EXE

GO . EXE PODLER .EXE
CONTROL .EXE EM.E
COUR .EXE ERMINAL .EXE
DOTHIS . TXT SER.EXE
EGAHIBYW.EXE  UESAR0OD.EXE
EGAHIRES .EXE  UGAHIRES .EXE
EGALORES .EXE  UGASETUP .EXE D@
EGAMONO .EXE ~ WIN.COM
FPSON._EXE WIN.INI
GDI.EXE IN100.HID
HELU .EXE IN100.HOD
HERCULES .EXE  WIN1UGA.EXE
HIFONTS .EXE INOLDAP .GRB
IBHGRY .EXE INOLDAP .HOD
ERHEL .EXE

FYBUS .EXE
LOFONTS .EXE
HMOUSE .EXE

5D0S .EXE

i .
HSDOSD . EXE
HMSHOUSE1 .EXE
HMSHOUSE2 .EXE




nd Space Company name]. All rights reserved.
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Step 4 — Welcome to 1985 forensic

v' Sleuthkit FTW!
$ fls -063 -r iggy.raw |grep -i flag
+ r/r * 6788: _TILLFLAG

v« _ » replaces the first character of a deleted file on FAT16
v' Looks like a flag ©

S icat -063 iggy.raw 6788]|xxd|head
00000000: 4461 6e4d d002 e001 2600 3000 0500 0600 DanM....&.0.....
00000010: d00O2 e001 e400 f000 2b2c O1ff ££80 O01ff ........ S AP

v' Google => MS Paint 1.0 Image format (.MSP)
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Step 4 — Welcome to 1985 forensic

v PIL MsplmagePlugin.py ©
v" Convert MSP to any format
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Step 5 - MC6803P

. v/ Matra Hachette Alice
= Uses the MC6803P processor

name]. All rights reservi
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Step 6 — WTFBBQRCODE?!!

v Archive contains an encrypted ZIP file, an AES encrypted file, and a
PNG file

v" Definitly not a QRCode ©
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Step 6 — WTFBBQRCODE?!!

v" Seems to be slices of barcodes

v Now what ?
= Read EAN-13 standard

ed.

Company name]. All rights reserv

= Write an EAN-13 decoder

=  Apply the decoder on each pixel line
= P77

=  Profit!

hout the owner’s written cons
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Step 6 — WTFBBQRCODE?!!

v There are only 6 different lines

ed.

v Only one can be decoded without error
= Decodes to 4374335913103

Company name]. All rights reserv

nd Space

= Allows to open ZIP file!

= Contains the 6 full barcodes (easier to handle)

ent | [Airbus Defence a

= Also tells that AES key is combination of all barcodes
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o Even gives hashes (bcrypt) for each barcode
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property of Airbus Defence and Space.

This do

nd Space Company name]. All rights reserved.
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Step 6 — WTFBBQRCODE?!!

v" Seems the 5 remaining barcodes need to be fixed

Barcode #0 :
Barcode #1 :
Barcode #2 :

Barcode #3

OK
bits should be rotated
apply not to 2" part bits

: fix first digit
Barcode #4 :
Barcode #5 :

fix checksum

try to fix digits one by one

$ openssl enc -d -aes-128-cbc -in EAN 13 flag.aes -k
437433591310381767165299985030952613534423187020536389143429357963145583521553

FLAG =

MD5 ("barcodesarefunarentthey™)

@ AIRBUS

DEFENCE & SPACE



Step 7 — Little Brother

v“—Commodore 64
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Step 7 — Little Brother

v Commodore Vic-20

¥
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Step 8 — Memory Base Register

v MBR to reverse

ed

v' 16-bits code, real mode
v" First step is a XOR loop to decrypt next layer

t | [Airbus Def
e
o

eax, BBADFBADHh

Ll e =]

loc_hB: e = -
loop loc_36 AU

Y
...........

‘‘‘‘‘ A AR
I I LT s
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Step 8 — Memory Base Register

sub_188688 proc far
push 1882h
push SAA1h

H . ush 18C7h
v’ After decryption: Bich  AFFAn
push 187 8h
push BEA8ANh
push 188ChH
push 8B1Fh
push 181Bh
push BCS5E4h

push 18FEh

.« |push 6893h

" |push 1828h

push BA3DFh
push 1812h

push 9176h

push 1886h

push 7315h

push 18E9h

push BC302h US
push 188Fh S AIRB

DEFENCE & SPACE

3 push  18A8h push 18ACH
2 push  @D63Ch push 51A4h
& push 168Fh push 18FFh
£ push 42780 push  BA79AN
g push  107Fh push 1835h
= push BAFB7h push 988Fh
g push  1080h
< push 7W1Bh push 1871h
g push 109Ch push 6C 684h
push  9C1Fh push 181Dh
is push 181Ah push BDEECHh
S push  7872n push  1029n
v gﬂgn ;gggn push 48D8h
OMG ROP! Phen eetn push  107ah
2£ push  BE140h push  BBBO7h
z€ push 1826h push 10852h
® push  9E7Ch push 7C37h
B ... |push 1874h retf
: |push - sAiDh sub_18000 endp
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Step 8 — Memory Base Register

v Clean all the things !

Grab pushes 2 by 2 (segment and address)
Compute segment*16 + address
Grab basic block at computed address

Replace add sp / sub sp by jmps
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Step 8 — Memory Base Register

v' Cleaned © (a bit)

seqBB0: 0000 seqOBo segment byte public 'CODE' useié
seqBoe: oeee assume cs:seqfeg
seqB00: 8060 assume es:nothing, ss:nothing, ds:nothing, fs:nothing, gs:nothing
seqBoB:000a nov si, BEE86h
seqOoo: peoe3 nov ah, BEh
seq0ee: a5 nov bx, 7
seqBo8: aons
seqBoB: @068 loc_10008: ; CODE XREF: seqgBf@f:082B)j
** seqpon: 6008 lodsb
seqBoB:0ep9 cmp al, @
- —-- Seqboo:oooE jz loc_10630
! seqBee: 0eBF nop
| seqBoB:0818 nop
! seq@oe: oe11 nop
| seqBee:ee12 nop
! seqBOB:8813 Xor bp, bp
: seqBOB: 815 nov 55, bp
! seqBee: ee17 nov bp, sp
| seqBOeB: 8819 nov sp, /CBBh
! seqBOB:e81c nov ds :BEE7Eh, bp
| seqbee:ae2ae int 18h ; — VIDED - UWRITE CHARACTER AND ADVANCE CURSOR (TTY WRITE)
: seqBoB: 0828 ; AL = character, BH = display page (alpha modes)
| seqBoB: 0028 ; BL = foreground color {graphics modes})
! seq@oe: ee22 nov 5p, ds:BEEVEQ
| seqBee: ae2s nov bp, d066h
! seqBOB: 0829 nov 55, bp
| seq0oo: 0e2E assume ss:nothing
! = s5eq000:002B jmp loc_1060088
\ seq@BB:8B2E ; -
! seqboe: 0O2E nop
| seqBee: ae2F nop
! seqBoB: 08308
| seqBoB: 0030 loc_10630: ; CODE XREF: seq@o0:p@eeTj
~~'" seqgpee: B30 nov di, BEEA4h
seqB00: 0033 dec di
seqBOB: 0034 Xor bx, bx

e T YL L LT
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Step 8 — Memory Base Register

. v Prompts password to user

v Jumps to somehow obfuscated code

name]. All rights reservi

= Push/pop emulated because of ROP, e.g. push Ox2e is:

Company

nd Space

2 mou bp, ds:8F339h
2 dec bp
= Some useless instructions 204 bh. oF33eh
% mou word ptr [bp+@], 2Eh
2 sub bp, BF33Bh
mou ds:8F23%h, bp

v Then transformations on the password (XOR, then stored 3 bits by 3
bits in an array, skiping some indexes)

v" Finally, print Badboy message

.........

-.--.Whaaaaat? N@ check._.\.,,u

b o
safiueatt
oL 3
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Step 8 — Memory Base Register

v' Let’s trace a bit...

v' Instructions are executed before actual Badboy printing

. . . push 12ADh
= Someone has been messing with int 10h! push 21 00
push 1CB8h
H ush 1274h
= H00k|ng! | Bush 9568h
push 1146h
push 788Dh
push 13B9h
push 928%h
push 1312h
push BB5DBh
v" In the hook functi ROP chain! puah 7751
pus
N the hoOoK Tunction, new chain! A
push 9BSAN
push 11FAh
push 6048
push 18C%h
push 9p5Ch
push 143Fh
push 3a61h
push 13D8h
push BADSERh
push 12BBh
push BC247h
push 12A7h
_ push 57DFh
. push 111Ch
push 3F79h
push 118Ch
“* push CB6Oh
push 13D5h 5
push 6C9Ch
push 1832h
push 92CEh
push 1151h

push  @DS4Eh 0
5 AIRBUS
push  BD461h

..... DEFENCE & SPACE

. ent is the property of Airbus Defence and Space
It shall not be commiunjcated to any third party without the owner’s written consent | [Airbus Defence and Space Company name]. All rights reserved
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Step 8 — Memory Base Register

v' Clear all the things (again)!

]
=
@
@
@

sub_8 proc near

push ax
push bx
push Cx
push s5i
push di
Xor ax, ax
Xor bx, bx
mov cx, 9

' —

en consent | [Airbus Defence and Space Company name]. All r

[l e =]

loc_C:

push ax

push bx

push 31

Xor ax, ax

mou di, BEC12h
mouv cx, 9

rep stosh

mouy si, BE9CDh
loc_1C:

mouv c®, bx

shl CX, 3

add cx, bx ; *9
add si, cx

mou cx, 9

mouzy bx, al

add bx, BEC12h
inc byte ptr [bx]
dec cx

= @ AIRBUS
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Step 8 — Memory Base Register

v" Now what?

ed.

v" Previously filled array is checked

= Sjze is 9x9

nd Space Company name]. All rights reserv

= Checks there’s only one occurrence of each digits between 0 and 8 for each:
o Line

o Column

onsent | [Airbus Defence a

o 3x3 square

v" This is a SUDOKU!

@ AIRBUS
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Step 8 — Memory Base Register

v Output the empty Sudoku:

@ AIRBUS
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Step 8 — Memory Base Register

v" Solve!

DEFENCE & SPACE
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Step 8 — Memory Base Register

hOOked ur cod3!

v’ Revert algorithm (XOR etc.)
Flag :

?
v' PROFIT!

‘paniasal sy |l ‘[aweu Auedwog soeds pue ouajed SNAJIY] | JUSSUOD USHILM S J8UMO B} INoyIMm ALed piiL AUE 0} pajeoiuniutlos’8q Jou [[eys )|
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Step 9 — Star Wars

v IBM 1130

‘pansasal siybu || ‘[eweu Auedwo) aoedg pue 8ousjeq SNglly] | JUSSUOD UBSHUM S JBuMo By} Jnoyyim Aped paiyy Aue o) um_mu_c:E.Eou. g jou |leys |
‘a0eds pue 92usjaQ Snauly Jo Auadoid ay) S11USIUOI. SYIPUR JUSWINIOP SIY L
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Step 10 - Champagne

v" Questions?

‘pansasal siybu ||y ‘[eweu Auedwo) aoedg pue 8ousjeQ SNGJly] | JUSSUOD UM S Jaumo auy) Jnoyyim Aped pJiyy Aue o) pajesiuniuod’ aq jou [|eys }|
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